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Top 10 Applications

Http_connect
0.03%

831 KB
Apple

0.15%

487.6 KB

Amazon

0.16%

527.6 KB

Tor

0.56%

1.8 ME

Skype
1.03%
32MB
Google
T.67%
240MB

ssh
9.82%
30.7 MB

Web Browsing
80.58%
251.9 MB



Top 10 Sessions

192.168.1.199:33703 -> 192.168.1.254:2500 (rtsserv)
1.32%

a1

192.168.1.254:2500 -» 192.168.1.199:33703 (rtsserv)
1.32%

81

192.168.1.124:80 -> 96.11.133.98:5678 (rrac)
1.32%

a1

192.168.1.191:123 -»> 20.189.79.72:123 (ntp)
1.34%

a2
36,225.149,99:500 -> 203,67.222.40:500 (isakmp)

37.57%
2300

20.189.79.72:123 -> 192.168.1.191:123 (ntp)
1.34%

82

192.168.1.199:137 -» 192.168.1.255:137 (netbios-ns)
2.3%

141

192.168.1.199:138 -> 192.168.1.255:138 (netbios-dgm)
5.88%

360

Sessions

192.168.1.30:138 -> 192,168,1.255:138 (netbios-dgm)
10.59%

648

203.67.222 40:500 -> 36.225.149.99:500 (isakmp)
37.02%

2266

192.168.1.124:80 -> 173,249,63.71:37692

193.49.48 249:80 -> 192,168,1.175:40759

25,03%
289 MB

192.168.1.124:80 -> 66.249.66.220:35139
3.58%

41MB

192.168.1.124:80 -> 188.212.125.78:49601
537%

6.2 MB

122.116,63,225:43638 > 108.177.125,109;587
7.18%

B3 MB

192.168.1.124:4200 -> 192.168.1.254:57046
7.85%

9.1 MB

192.168.1.124:22 > 175.139.178.81:42502 (ssh)
8.019% —

9.2 MB

192,168.1,199:137 -» 192.168.1.255:137 (netbios-ns)
2338%
270MB

192.168.1.124:22 -> 125.227.249.92:56303 (ssh)
8.02% —

9.3 MB

192.168,1,124:22 -> 125.227.1.79:44256 (ssh)
8.04%

9.3 ME



Top 10 Destination

192.168.1.255
1.25%

1161

8888
1.53%

1418

15454249196
1.91%

1773 192.168.1.124

32.14%
29804

36.225.149.99
2.45%

2268
192.168.1.254
2.68%

2484
193.106.31.130
3.25%

01
203.67.222 44
13.48%

12502

IP Sessions

203.67.222.40 122.116.63.225
19.5% 21.81%
18084 20218

telnet

1.69%
1035 _1

6379

maintain
22.11%
13527

rtsserv
3.58%
2189
microsoft-ds
3.94%
2408
isakmp
7.49%
4584
domain
10.7%
6545

Port Sessions

hitp
19.27%
11791

18.14%
11096

175.139.178.81
3.9%
9.2 MB

125.2271.79
3.91%

93MB
125.227.249.92 154.54.245.196
3.95% 35.4%
9.4 MB 84.0 MB
192.168.1.254
4.02%

9.5 MB
154.54.249.198
6.85%

16.2 MB
192.168.1.124
7.86%

18.7 MB

193.106.31.130
9.97%
236 MB

192.168.1.255
11.47%
272 MB

IP Bytes

192,168.1.175
12.67%
30.1 MB

35139

3.28%
4.1 MB —\
49601

4.92%
6.2 MB

40759
23.01%

L 289MB
submission

6.6%

B3 MB
57046
7.2%
9.1 MB

42502
7.35%
9.2 MB

56303
7.36%
9.3 MB

Port Bytes

netbios-ns
21.45%
27.0 MB

9.3 MB

11.46%
14.4 MB



Top 10 Network

154.54.249.196
2.36%
3545

36.225.149.99
3.04%

4569 1921681124

352%
52979

192.168.1.254
311%
4685
137.184.176.186
3.93%
5917
193.106.31.130
6%
9033

5.34.205.44
6.52%

9820
203.67.222.44

8.31%

12502
122.116.63.225

15.73%

23679

IP Sessions

203.67.222.40
15.8%

23775

57704

2.22%
1802
microsoft-ds

2.96%
2409

hup
24.64%

51490 20034

3.24%
2638
rtssery
5.38%
4375
isakmp
5.65%
4591

Port Sessions

ssh maintain
8.83% 17.24%
7181 14018
smtp

13.88% .
11283 domain
15.96%

12981

122.116.63.225
1.61%

11.0 MB
192.168.1.254
1.62%

11.0 MB

154.54,249,198

2.51%

17.1 MB
193.106.31.130
377%

25.6 MB
192.168.1.255
3.99%

27.2 MB
192.168.1.199
4%

27.3 MB
193.49.48.249
4.3%

29.3 MB
192.168.1.175

IP Bytes

4.48%
305 MB
154.54,249,196
12.84%
87.5 MB
submission
1.55% —
8.4 MB
57046
1.7%
9.2 MB
4200
1.73%
9.4 MB
42502
1.74%

9.4 MB

56303
1.75%

9.5 MB
44256
1.75%
9.5 MB
netbios-ns
4.98%
27.0MB
40759
5.42%
29.4 MB

Port Bytes

ssh
6.09%
33.0 MB

192,168.1.124
60.88%
414.6 MB

http
73.29%
397.0 MB



Top 10 Source

89.248.163.139

2.86%
1801 —‘
192.168.1.254

349%
220

36.225.149.99

192.168.1.124

5.196.88.134
0.25% —
12MB
137.184.176.186
0.29% —
14 MB
192.168.1.254
0.31% —
1.5 MB
5.34.205.44
0.36%
1.7MB

193.106.31.130

0.42%

20MB
154.54.249.196
0.74%

35MB

3.65%
2301 36.76%
89.248.163.178 23175 122.116.63.225
4.18% 1.85%
2636 . 8.7 MB
122.116.63.225 IP Sessions 192.168.1.199 IP Bytes
5.51% 5.75%
3475 27.1 MB
203.67.222.40 193.49.48.249
9055 6.12%
5703 289 MB
137.184.176.186 192.168.1.124
9.38% 5.34.20544 83.97%
5917 ;gfg * 396.0 MB
193.106.31.130
9.55%
6022
rtsserv
0.12% —
581.7 KB
maintain
0.16% —
7676 KB
isakmp
0.21% —
997.4 KB
htt
55954 0 26‘;: o
2'5;,6.;: _1 12MB
doma
nethios-dgm Er;;;:
3.34% hitp .
1008 27.32% P
43301 8243 .
4.01% R
1209 100
41330 L ase,
4.36% ) .
1317 Port Sessions netbios-ns Port Bytes
57704 o
27.0 MB

5.96%
1800 <sh
6.57%
305 MB

rtsserv
T.24%
2186

domain
21.33%
6436

82.51%
3826 MBE

51490
B.73%
2634
isakmp
15.15%
4573



sip.creek.com.tw

Top 10 DNS Inbound Mgl’gictg,g:ﬁﬁg

creek.com.tw S
demo.gb-manager.creek.com.tw

0.23% —
20

mail.creek.com.tw

0.34%

30

upgrade.creek.com.tw
0.36%
32

vmlicense.creek.com.tw
0.58%
51

creek.com.tw
2.36%

209
wnw.creek.com.tw
4.57%

404
dns.creek.com.tw

6.54%
578
Malaysia
0.25%
22 gh-manager.creek.com.tw
B84.86%
Metherlands 7497
0.29%

25
France
0.3%
26

SPARQ

Russian Federation
0.34%
30

United Kingdom
0.38%

33

China
0.42%

37
Germany
0.48%

42

United States
5.13%

Country

450
Taiwan
Singapore 71.05%
21.36% 7

1872 622 creek.com.tw, SPF

0.64%

5

lab.cresk.comi.tw, A 7955
0.64%

5

creek.com.tw, CNAME
0.77%

6

_mta-sts.creek.com.tw, TXT
1.02%
8

_dmarc.creek.com.tw, TXT
1.75%
14

gb-manager.creek.com.tw, S0OA
1.79%

14

creek.com.tw, TAT
2.81%

22
dns1.creek.com.tw, A
9.59%

75

creek.com.tw, DNSKEY
18.16%

142

Non-Existent

dns1.creek.com.tw, AAAA
62.79%
491



Top 10 DNS Outbound Query

dynamic-ip-adslviettelvn,
0.48% —
2
nmail mate.gov.iw,
0.48%
2
redir.update. microsoft.com.nsate.net.
0.48%
2

spam.chengfwa.com.tw,
0.48%
2

45.206.129.177.in-addr.arpa,
0.73%
3

34.229.139.175.in-addr.arpa.

0.97%

4

a767.dspwb5.akamai.net.

0.97%

4
scanner-04.ch1,censys-scanner.com,
2.17%
El

0.asia.pool.ntp.org.
27.54%

114 0.north-america.pool.ntp.org.

65.7%
272

8888
1.06%

168.95.1.1
30.74%
174

via DNS Server

192.168.1.254
68.2%
386



Top 10 DNS Outbound Drop

Drop

Source



Dropped by Policy Routing

No data available



Sessions

6,000
5,000
4,000
3,000
2,000

1,000

A nJll A A i

A

I B B B R R - R I R R )
RS S S M. R P LN : ; . : : : : o e o
o PP P F P F P ST D

@ HiNet SPARQ

SPARQ
42.42%

HiNet
57.58%

T T



Top Sessions

Sessions

36.225.149.99:500 -> 203.67.222.40:500 (isakmp)
Other

203.67.222.40:500 -> 36.225.149.99:500 (isakmp)

192.168.1.30:138 -> 192.168.1.255:138 (netbios-dgm) _

192.168,1,199:138 -= 192,168.1.255:138 (nethios-dgrm) _ 360

192.168.1.199:137 -» 192.168.1.255:137 (nethios-ns) - 141

192,168.1.191:123 > 20.189.79.72:123 (ntp) . 82
20.189.79.72:123 -> 192,168.1.191:123 (ntp) . 82
192.168.1.199:33703 -> 192.168.1.254:2500 (rtsserv) . 81
192,168.1,254:2500 -> 192,168,1,199:33703 (rtsserv) . 81
192,168.1.124:80 -> 96,11.133,98:5678 (rrac) . 81

0

Packets

193.49.48,249:80-> 192,168.1.175:40759 - 20187

192.168.1.175:40759 -> 193.49.48.249:80 . 10822

192.168.1,124:22 > 125.227.1,79:44256 (ssh) I 6399
192,168.1.124:22 -> 175.139.178.81:42502 (ssh) I 6397
192.168.1.124:22 -> 125.227.249,92:56303 (ssh) I 6393
122.116,63.225:43638 -> 108,177.125,109:587 I 5958
125.227.1.79:44256 -> 192.168.1.124:22 (ssh) I 3749
36,225,149,99:500 -> 203,67,222.40:500 (isakmp) I 3703
203.67.222.40:500 -> 36.225.149,99:500 (isakmp) I 3679

0

Bytes
Other

193.49.48,249:80 -> 192,168,1.175:40759

192.168.1.199:137 -» 192,168.1.255:137 [netbios-ns)

192.168.1.124:22 > 125.227.1.79:44256 (ssh) 9.3 MB
192.168.1.124:22 -> 125,227,249,92:56303 (ssh) 93 MB
192,168.1.124:22 -> 175.139.178.81:42502 (ssh) 9.2 MB
192,168.1.124:4200 -> 192.168.1.254:57046 9.1 MB

122.116.63,225:43638 -> 108,177.125,109:587 83MB
192.168.1.124:80 -= 188.212.125.78:49601 6.2 MB
192,168,1,124:80 -> 66,249,66,220;35139 4.1 MB

192.168.1.124:80 -> 173.249.63.71:37692 41 MB

00B

500

100,000

289 MEB

27.0MB

477 MB

648

1,000

954 MB

200,000

1,500

207053

1431 MB

2,000

300,000

190.7 MB

2266

204.1 MB

2300

2286

2,500

362624

400,000

2384 MB

11



to 203.67.222.40 by IP

Sessions

Other
36.225.149.99
89248163178
89.248.163.139
B8.8.8.8
£9.248.163.150
37.0.8.132
92.63.197.100
92.63.197.61

185.156.73.63

0 3,000 6,000 9,000

Packets

36.225.149.99 _ 3703
89.248.163.178 - 1309
80,248,163,139 . 893

8888 . 701

£89.248,163.150 . 611
144.172.73.66 I353
37.0.8.132 IZS?
92.63,197.100 I 253

185.156.73.63 I 249

0 5,000 10,000
Bytes
203.67.222.40
Other 8754 KB
36.225.149.99 499.7 KB
192.33.14.30 85.9KB

BBEE B0.7 KB
192.12.94.30 748 KB
192.3551.20 63.5 KB

192.43.172.30 59.8 KB
192.54.112.30 57.2 KB
192.42,93.30 56.3 KB
192.5.6.30 539 KB

0oB 4883 KB 976.6 KB

14MB

12,000

15,000

15,000

1.9 MB

18,000

20,000

24MB

24 MB

21,000

25,000

29MB

12



by 192.168.1.0/24

Sessions
192.168.1.30:138 -> 192.168.1.255:138 (netbios-dgm)
192.168.1,199:138 -> 192,168.1.255:138 (netbios-dgm)
192.168.1,199:137 -> 192,168.1.255:137 (netbios-ns)
COther
192.168.1.191:123 -> 20,189,79.72:123 (ntp)
192.168.1.199:33703 -> 192.168.1.254:2500 (rtsserv)
192.168.1.254:2500 -> 192.168.1.199:33703 (rtsserv)
192.168.1.124:80 -> 96.11.133,98:5678 (rrac)
192.168.1.30:137 -> 192.168.1.255:137 (netbios-ns) I 12

192,168,1,124:25 > 185,239.242,56:60549 (smtp) I 5

192.168.1.124:25 -> 185.239.242.56:54654 (smtp) I 5

(=]

Packets

100 200 300 400

500

600

700

over [ #

192,168,1,175:40759 = 193,49 48,249:80 l 10922

192.168.1.124:22 > 125.227.1.79:44256 (ssh) I 6399
192.168,1.124:22 -> 175,139,178.81:42502 (ssh) I 6397
192,168.1.124:22 -> 125.227,249,92:56303 (ssh) I 6393

192,168.1.124:4200 -> 192.168.1.254:57046 I 3626
192.168.1.254:57046 -> 192.168.1.124:4200 | 3006
192.168.1.124:80 -> 66.249.66.220:35139 I 2915
192,168,1,124:80 -> 188,212,125,78:49601 | 2687
192.168.1.124:80 -> 207.46.13,13:56000 | 2573

0

Bytes
Other
192,168.,1,199:137 -> 192,168.1,255:137 (netbios-ns)
192,168.1.124:22 -> 125.227.1,79:44256 (ssh)
192.168.1.124:22 > 125.227.249,92:56303 (ssh)
192.168.1.124:22 -> 175,139,178.81:42502 (ssh)
192,168.1.124:4200 -> 192,168.1.254:57046
192,168.1.124:80 -> 188.212,125.78:49601
192.168.1.124:80 -> 66.249.66,220:35139
192.168.1.124:80 -> 173.249.63.71:37692
192,168,1,124:80 -> 114,119,158,156:50018
192,168.1.124:80 -> 114.119.151,50:57226

00B

100,000 200,000
27.0 MB
93 MB
9.3 MB
9.2 MB
9.1 MB
6.2 MB
4.1 MB
4.1 MB
4.0MB
4.0 MB
9.5 MB 19.1 MB 286 MB 38.1MB

300,000

477 MB

57.2MB

400,000

65.4 MB

66.8 MB

13



Distribution by Interface and Application

" Google (24.0 MB)

* Skype (3.2 MB) =
Apple (487.6 KB) —

Tar {1 2 MB
By =

14



Blocked Hackers' IP

Datetime
2022-04-05 00:05:01

2022-04-05 01:20:01

IP
110.44.119.234

137.184.224.57

Country
Nepal

United States

15



Breakdown by

LAN /LAN_10.1

Download

bps
4K

3K
3K
2K
2K

1K

Upload
bps
2K
1K
900
600
300 LNJ‘
0
& P PP P F P $ & PP P P PP P PP

Upload
10.64%

Download
89.36%
1.8M

16



Sessions

17



Breakdown by

LAN /LAN_10.20

Download

bps
4K

3K
3K
2K
2K

1K

Upload

bps

=1

]
P R : E K z . . &P : : K H . : & oFH P
S R T O A A o

1.8M



Sessions

19



Breakdown by

LAN /LAN_192.1

Download
bps
4 M

im

M

0 PRI B l,\lul‘ L. li|..|]1.

|
; ; K ! ; ; : ; ; F PP P PP PP P P P PP PP
S S U - I SR N I N N T . A (A

Upload

bps
700K

600K
500 K

400 K

Oulﬂ.; ;..ll P R | L .LA_.J._Ll._J_A__u_‘_Lu_J_Ln‘.LLJ_ILu.J_L. 4 &
]

L |
T ~ R R T e S - T~ T S S S S S S S e T S S )
; k E & PP PP ; : : L . : : SR ST~ SN S S - S~ S~ SR .
o PP P P FH S D e i i ' ’ ! ) : ’

Upload

Download
92.95%
529 M



Sessions

3K

21



Breakdown by

LAN / LAN_V6

Download

bps
4K

3K
3K
2K
2K

1K

Upload

bps

=1

]
P R : E K z . . &P : : K H . : & oFH P
S R T O A A o

1.8M



Sessions
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Breakdown by

LAN / Route_to_SW

Download

bps
4K

3K
3K
2K
2K

1K

Upload

bps

=1

]
P R : E K z . . &P : : K H . : & oFH P
S R T O A A o

1.8M



Sessions
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Breakdown by

WAN / HiNet

Download

bps
100K

BOK

Upload

bps
IM

M

2M

Download
10.08%
24M

89.92%
21.0M

26



Sessions

6 K
5 K

4K

Latency

ms

142

120
S0

60

30

Jitter

ms
167
150

120

90

60

Packet Loss

%
100

80
60
40

20

27



Breakdown by

WAN / SPARQ

Download

bps
700K

600K

500K

300K

200K

100K

O“lﬂn L | P 1 L | i | ....lllll " A
£

Iy L S S S
A : F P P P PP PP P PP P PP P P F
Y R~ A M N N N A R CH L L A A S o

Upload
bps
4 M

im

M

Download
12.63%
46 M

87.37%
319M



Sessions

800

600

400

Latency

ms

300
250
200
150

100

| . . — 1

Jitter

ms

236

200

150

100

Packet Loss

%
100

80
60
40

20
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Breakdown by

Dynamic Path Selection / IRT_links

Download

bps
700K

600K

500K

300K

|
. i aan | | AL il !
o ® I S S S
; P P P P PP P PP P PP PP PP PP
&- b(,)- @- 6\ - bq’- Qq- \Q- '\\- '\f"- \f},y \b" \f,’y \b' \/\ - \%v \q- '\9- 'f‘\- ’ﬂ; ’ﬁ- @-

@ HiNet SPARQ

Upload
bps
4 M

im

M

!
S P H H P P P P P P D P E S PP PP D PP
R K R e & & e RS & Rl S R &
PP PP E S FF S W B RS S §

® HiNet SPARQ

Download
11.63%
7OM

88.37%
529 M
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Sessions

6 K
5 K

4K

® HiNet SPARQ

Latency

ms
200
250
200
150

100

® HiNet SPARQ

Jitter

ms

237

200
150
100

50

® HiNet SPARQ

Packet Loss

%
100

80
60
40

20

® HiNet SPARQ



Breakdown by

Dynamic Path Selection / SPARQ

Download

bps
700K

600K

500K

300K
200K

100K

] Ll L | PN I L A | 1 1 s, 1 Lk - A Pl |
$ ; . : RS S R SN N~ S N S ST~ S SIS S~ N S o
&- b(,)- @- 6\ - Qq’- Qq- \Q- '\\- '\f"- \f},y \b" \f,’y \b' \/\ b \%v q- & B - -

® SPARQ

Upload
bps
4 M

im

M

® SPARQ

Download
12.63%
46 M

87.37%
319M



Sessions

800
600

400

® SPARQ

Latency

ms

300
250
200
150

100

® SPARQ

Jitter

ms

236

200
150

100

® SPARQ

Packet Loss

%
100

80
60
40

20

® SPARQ
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Breakdown by

Dynamic Path Selection / WRRC_Hinet SPARQ

Download

bps
700K

600K

500K

300K
200K
100 K
0 ! . .,.J._.l 1 ak A Ll ol

A L Aok A A

o ® I S S S
; P P P P PP P PP P PP PP PP PP

B S L Sl N I R G LS, A S

@ HiNet SPARQ

Upload
bps
4 M

im

M

® HiNet SPARQ

Download
11.63%
7OM

88.37%
529 M
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Sessions

6 K
5 K

4K

® HiNet SPARQ

Latency

ms
200
250
200
150

100

® HiNet SPARQ

Jitter

ms

237

200
150
100

50

® HiNet SPARQ

Packet Loss

%
100

80
60
40

20

® HiNet SPARQ



Breakdown by

Dynamic Path Selection / WRRIP_links

Download

bps
700K

600K

500K

300K
200K
100 K
AJJ i T | Ll ol

A L Aok A A
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